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1. Introduction

In this guide we propose, as an example, the design of a simple Web Server supervision application with a Java
Client interface; this example is a little step towards the design of more complex SCADA applications, but it can be
useful for anybody who approaches for the first time to a SCADA, and in particular to Winlog Pro software, to
quickly understand the potential related to Client/Server structures over intranet and internet networks.

Below you will see the windows regarding the main steps to be taken to build the proposed application.
When creating the application, click on the Help buttons to get more specific details about the various options.

Suppose that you want to realize a Client application that can be reached directly using an internet standard browser
and replies the supervision interface of a previously created Server application that is connected to its field devices
using any supported protocol.

Let’s start using one of the example applications described in the following guides:
- Getting started - Creating a simple Siemens Modbus protocol application

- Getting started - Creating a simple Siemens Omron SYSMAC protocol application
- Getting started - Creating a simple Siemens PPI protocol application

- Getting started - Creating a simple Siemens MPI protocol application

We will use one of these examples as Web Server
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2. Server application configuration

To modify an existing supervision project, it is necessary to use Project Manager, the Winlog Pro
integrated development environment that provides different tools (Gate Builder, Template Builder, Code
Builder).

Run Project Manager by selecting the proper icon from Windows Start Menu or Desktop.

Create Test project as described in the previous guides.

'3?0\‘ Project Manager . O %
File Edit Project Devicelibrary View Help
G- PROBAUG- | D & O X

..... 'L“ Configuration

-5 Gates

-Fg Code

-5, Recipes

..... =& Reports

55 Templates

5 Images

-5F Keyboards

----- T Java web templates

55 Smart apps

Server Project

In“Configuration” folder select “Options”.

In“TCP” Tab select “Run TCP server’.

Test - Project options pad

General} Main window] System} Historical files TCP IWeb I Multilanguage

Station name IP addresses
|£\nt&|cp&Can}-‘cn |192|1sg|1|31 o
Allowed connections 5 :"‘:_JJ Online data TCP port 46823 :“_JJ
Historical data TCP port 46824 j
TCP client
v Use Client for Microsoft networks Timeout [s] 10 j
0K Cancel Help

TCP/IP Server configuration
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This application must be installed ed executed on the Server station (es. SERVER - IP Address: 192.168.1.10)

Test - Project options x

General | Main wmdow] S)rstem] Hlstorlca\fllesl TCP Web Multilanguage
W Allow access using Java Web Client -

Maximum concurrent clients 5 ﬁ ¥ Read-only access

I Allow access using Smart app

|w Allow user to access a public foder to share files ( /shared/ )

TCP ports
Java Web Server | 17000 j HTTP server 81 j FastcGl | 9000 j

‘Web access is enabled, but Java Web Client has not been published

oK ‘ Cancel ‘ Help |

Web Server configuration

In “web” Tab check the “Allow access using Java Web Client” checkbox and set the Java web server TCP ports
through which Web Server waits for instances (17000). These ports should have to be reachable from internet.

Set also the port through which HTTP Server is reachable (81). This port should have to be reachable from internet.
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3. Web Template creation

In order to create a Web application, it is necessary to build the pages (Web Template) that will be consulted by
remote users (clients). It is necessary to build new templates for the following reasons:

- not every standard templates objects are available for Web Serverapplications
- may be necessary to provide different and customized screens for remoteusers

Let's create a simple template starting from the previously created in the various examples of traditional applications
(Test application).
Select “Template” folder from “Test” project and copy “Main” template.

@ Project Manager
File Edit Project Devicelibrary View Help
Sr-GROEEUAS | ON & O T B Xel &

=89 Test (9% Main |
& Configuration =
T Gates pes=
7§ Code NG i
T Recipes 9 Cut  Ctil+X
7@ Reports & Copy  Ctri+C

S Templates 78

il Images X Delete
7@ Keyboards

7@ Java web templates
50 Smart apps 2

=]! Rename

Main template copy from Templates folder

Paste it in “Java Web Templates™ folder.

@ Project Manager - m] X
File Edit Project Devicelibrary View Help
IROBAS S B GO DEXBR XD

»

-
-9 Test
& Configuration
g Gates
7§ Code New ’
T4 Recipes 4
7@ Reports Iy
i5 Templates i Paste  CtrlsV
& Images b4
X

& Keyboards
74 Java web templates =]
T0 Smart apps )

Main template pasted in Java Web Templates folder

A warning message will appear indicating that some objects are not supported in Java Web Templates.

@ Project Manager
File Edit Project Devicelibrary View Help
B-IRBRUAG- B GO DX

Warning X

Some Objects are not supported in WebTemplates:
5 Recipes 2B\ they will be automatically removed
Sg Reports

55 Templates|

-5 Images
-5 Keyboard

Y iava web templates
.55 Smart apps

Warning — some objects are not supported in Java Web Templates
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Double-clicking on created template; a specific web applications Template Builder start in order to build the

graphic page.
L4 Template Builder - Test\WebTemplate\Main - o X
File Edit View Help

il =N = [ = A all & 1] | Standard | Advanced | Gadgets |

L SR D (R T M 0rfmeaesad JEEYe ERO® & ED

E|

Template —‘

Propeny | Value

Left o

Top o

Width 618

Height o2

I [ Custorn (192,182,192)
Gates NUM,Out, 1, EVN, Alarm, ], NUM,SP, 1,
Imported template

Our Java Web template now is ready. Let us now convert the entire application in a Java Web project.
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4. Web Server application - Creation and Configuration

Java Web project creation procedure produces some files required to run a web project. These files are created
from original project elements (gates, templates, images, ...) and using settings specified in this dialog.

Project Parameters of Fesorces
Gates Web project files
WebTemplate creation
Charts seltings
Images dialog
Temparary files

<Projectlir=\WebM\Build

Web project files
“<Projectlir>\Web\Public

HTTF server public folder

From Project Manager select “Publish Java Web Client and Smart app...” menu item.

& Project Manager - O x>

File Edit Erojectlgevicel'rbrary View Help
ﬁ . ‘i!ﬁ Run...
I o |

Eﬁ Ifgti MNew
..... o Cm Clone
----- T (¥% Delete

-Eg '::ﬁ[ Rename

PR RERkxX=a @A

2

-T2 T Build protected copy...

----- 05 1| Buildsource capy..

12 1 Bpor..
.55 5 % Import...

i%— Browse project folder...
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Select from the list which templates you want to convert and publish. Displayed templates are those available in
project “Java Web Templates™ folder. In our example only Main template.

Test - Java Web Client and Smart app publishing X

i Java Web Client settings | Smart app settings | Advanced

[v Publish Java Web Client
Visual settings
Startup template
Main LI

Window title |Test - Web Client

Vendor |

~Windows size
(¢ Auto (default template size)

(" Full size (maximized window)

 Custom size 800 j x [ 600 j
Network settings
Update frequency [s] I 5 j
Reconnection delay [s] I 15 :Il [~ Disable
Errors before alarm I 3 :ll

OK I Cancel | Help

Web project — Java Web Client settings

In our example we will use TCP 81 and 17000 ports. Press OK and our web application will be finished

Then you must configure your router (or your xXDSL modem) to redirect requests on port 81 and port 17000 to the
PC running HTTP server and Web Server. To perform this procedure you have to define two "virtual servers" (or
"port forwarding).

Test - Java Web Client and Smart app publishing X

Conversion successfully completed

+ Copying font file Segoe Ul: OK A
+” Copying file webclient\imageresources.jar: OK
+ Copying file webclient\customfonts.jar: OK
+ Copying file webclient\templates.jar: OK
+ Copying file WebClient\runclient.bat: OK
+ Copying file WebClient\webclient.jnlp: OK
+ Updating jar archive webclient\templates.jar: OK
+/ Updating jar archive webclient\imageresources.jar: OK
4/ Updating jar archive webclient\customfonts.jar: OK
+/ Modifying parameters file WebClient\runclient.bat: OK
+/ Modifying parameters file WebClient\webclient.jnlp: OK
@ Publishing successfully Y

< >

Web project — Creating a project

Our example is complete.

Wire devices to the serial port; to run the project, in Project Manager select “Execute”. . . from Project
menu.
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5 Router Configuration

The broadband router's NAT (Network Address Translation) firewall filters out unrecognized packets to protect
your intranet. All hosts behind this firewall are invisible externally. Enabling the Virtual Server Mapping will make
some of the host's ports accessible.

A virtual server is defined as a Service Port. All requests to this port will be redirected to the PC that is specified by
the Server IP.

Port forwarding sets up public services on your network. When Internet users make requests on your network, the
broadband router will forward those requests to the appropriate computer. The broadband router's DHCP function
must be disabled to use port forwarding. Port forwarding is generally used to set up a web server, ftp server, or e-
mail server on your network.

To add a server using Forwarding, perform the following steps:
1. Enter the port number and the IP Address of the server that you want to allow Internet users to access.
2. Configure as many entries as desired until all the entries are filled in.

3. Click Apply in order to save the settings.

Suppose that this is your configuration:

- HTTP server LAN network address: 192.168.1.10
- HTTP server LAN TCP port: 81

- HTTP server WAN TCP port: 81

- Web Server TCP port: 17000

To configure your router to allow Winlog Pro Web Server to be reachable, you need to specify the following virtual
server mapping table:

[ Virtual Server]

Virual Servers curently created:

External Pachet Internal Host
PVC Name | Protocol Port |P Address | Port | Modify | Delete
ppp-0 TCP 17000 {User Defme) | 192.162.1.10 | 17000 | Modafy | Delete
ppp-0 TGP 81 (User Define) I92.163.1.10 | 8f Modify | Delete

[ 'I:re.'lle a4 Bew Server ]

Router configuration
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6 Client Connection

To run Winlog Java Web Client go to "http://www.my-domain.com" using your internet browser ("http://www.my-
domain.com" is your HTTP server WAN network address) .

€ c @ D localhost

B Taduttore EJEdox B Acquisti B Meteo BSINews ESAuto EIMoto EBici B Search EWinlog B3Casa »

BECR neo Mo =

WINLOG 3.02
_

Accedi SCADA da PC (Java aa

& tablet (Smart app)

) &

‘AN

Start page (Web Page)

[£] Test - Web Client

| Plant status |

Temperature 1 (°C) Temperature 2 (°C)

[ setpoint | 87.0 = Set Point 90.0 =

| Present value [86.0 | | Present value ||89.0 |

-
[ Aam |© [ Aam |©

= S a User: - 30/7/2019 15:59:14

Java Client application
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