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1. Introduction

In this guide we propose, as an example, the design of a simple Web Server supervision application with a Smart
app Client interface; this example is a little step towards the design of more complex SCADA applications, but it
can be useful for anybody who approaches for the first time to a SCADA, and in particular to Winlog Pro software,
to quickly understand the potential related to Client/Server structures over intranet and internet networks.

In the next pages you will see the windows regarding the main steps to be taken to build the proposed application.
When creating the application, click on the Help buttons to get more specific details about the various options.

Suppose that you want to monitor and control the process from Smartphone or Tablet. Let’s start using one of the
example applications described in the following guides:

- Getting started - Creating a simple Siemens Modbus protocol application
- Getting started - Creating a simple Siemens Omron SYSMAC protocol application
- Getting started - Creating a simple Siemens PPI protocol application

- Getting started - Creating a simple Siemens MPI protocol application

We will use one of these examples as Web Server
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2. Server application configuration

To modify an existing supervision project, it is necessary to use Project Manager, the Winlog Pro integrated
development environment that provides different tools (Gate Builder, Template Builder, Code Builder).

Run Project Manager selecting the proper icon from Start menu. Create Test project as described in the previous
guides .

In “Configuration” folder select "Options”.

@‘ Project Manager — O b4

File Edit Project Devicelibrary View Help

SrURCKEAG (S5 & O N i X = & | @
Eﬁ Test %i
!‘a Cenfiguration _l_Channels
E Gates E Devices
-E Code I8 Access groups
5[ Recipes gTempIates
..... Reports _,;_«_-E\.rents and alarms
55 Templates i Multilanguage
5 Images
-5 Keyboards
----- E Java web templates

-.5g Smart apps

Server Project

In“TCP’ tab select “Run TCP server”.

Test - Project options pad
General} Main window] System} Historical files TCP lWeb I Multilanguage
Station name IP addresses
]i\ntelcpeCan}-‘cn 119;_.15&1.31 o
¢ Run TCP server!
Allowed connections 5 :“:j Online data TCP port 46823 :]J
Historical data TCP port a2z =
~TCP client
[ Use Client for Microsoft networks Timeout [s] 10 j
oK Cancel Help
TCP Server configuration
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In “web” Tab select “Allow access using Smart app”

If you want to allow the Smart app to modify the values on the server application, then you have to remove the
check from the “Read-only access” checkbox.

TestSmart - Project options x

General | Main wmdow] S)rstem] Hlstorlca\fllesl TCP Web Multilanguage

:'f“ Allow access using Java Web Client -

Maximum concurrent clients 5 ﬂ ¥ Read-only access

v Allow user to access a public foder to share files { /shared/ )

[ TCP ports-

17000 j HTTP server 81 j FastcGl | 9000 j

‘Web access is enabled, but Smart app has not been published

oK ‘ Cancel ] Help |

Web Server configuration

In our application we use port 81 for HTTP server and port 9000 for FastCGI
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3. Smart app creation

In order to create a Smart app, it is necessary to define the graphic interface that will be consulted by remote
users (clients).

Let's create a simple Smart app template for our application by clicking on the “Default” file of the “Smart apps”
folder.

@‘ Project Manager
File Edit Project Devicelibrary View Help

H-GEERAS- SN & O NEHA

Refer to the Smart app Builder guide to get more details about Smart app developing.

Test
Configuration

Keyboards
i@ Java web templates
.[°5 Smart apps

[0 ]

Default file in Smart apps folder

2, Smrt App Buider - Test @ x
File Edit View Test Help
DR+ X | Xkt ERE2EE| 00
=0 Test Definition | Singie page preview |
i T— = o
R Set Point. Lsbel
R e I
& Alarm Access groups
21" Temy ture 2
S e sl
£ Present value Object type
Rt P — )
& Alarm
oo e
[EvNAlarm 2 =E
+/%X|BrY
Active Active 4)  volume-up 20
Smart app Builder
On saving, the following Window will appear.
Test - Smart app saving X

Saving successfully completed

INEENEEEEENEEENEEENENENEEENENENENENENEEEEER

+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-32.png -> c:\progr
+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-72.png -
+ Copying/converting image c:\projects\winlog\v3.02\bin\web\smartclient\favicon-76.png -> c:\progr
+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-96.png -» c:\progr
+ Copying/converting image c:\projects\winloghv3.02\bin\webl\smartclient\favicon-120.png -> c:\prog
+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-144.png -» c:\prog
+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-152.png -> c:\prog
+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-130.png -» c:\prog
+ Copying/converting image c:\projects\winlog\v3.02\bin\webl\smartclient\favicon-192.png -> c:\prog

+ Copying/converting image c\projects\winlogiv3.02\bin\web\smartclient\favicon-236.png -> c\prog
) Saving successtully

> c\progr

<

Smart app Builder saving
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4. Web Server application - Creation and Configuration

From Project Manager select “Publish Java Web Client and Smart app...” in “Project” menu.

& Project Manager - O x

File Edit Project | Device library  View Help
i | T e = ==

Eﬁ IESti New

..... ol Cfé Clone
. Fig 0% Delete
----- = C:ﬁ[ Rename

18 e petaut

----- ic Ti Build protected copy...
iz | Build source copy.
..... T K

- Jig | W Export...

-E E"ﬁ Import...
!ﬁ;ﬁ Publish Java Web Client and

i

Smart app...

|@‘" Browse project folder...

Select “Publish Smart app” checkbox and push “OK” button.

Test - Java Web Client and Smart app publishing x

Java Web Client settings  Smart app settings | Advanced I

~Metwork settings

Update frequency [s] I 5 ::Il
Reconnection delay [s] I ] j [~ Disable
Errars before alarm I 3 ﬂ

oK I Cancel Help

Web project — Smart app settings
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Test - Java Web Client and Smart app publishing X

Conversion successfully completed

+ Copying font file Segoe Ul: OK A
+ Copying file webclient\imageresources.jar: OK
+ Copying file webclient\customfonts.jar: OK
+ Copying file webclient\templates.jar: OK
+ Copying file WebClient\runclient.bat: OK
+ Copying file WebClient\webclient.jnlp: OK
+ Updating jar archive webclient\templates.jar: OK
+ Updating jar archive webclient\imageresources.jar: OK
+ Updating jar archive webclient\customfonts.jar: OK
+ Modifying parameters file WebClient\runclient.bat: OK
+/ Modifying parameters file WebClient\webclient.jnlp: OK
0 Publishing successfully v

< >

Web project — Creating a project

Our example is complete.

Then you have to configure your router (or your xDSL modem) to redirect requests on port 81 and port 9000 to
the PC running HTTP server and Web Server. To perform this procedure you have to define two "virtual servers"
(or "port forwarding”).

Wire devices to the serial port; to run the project, in Project Manager select Execute. .. from Project
menu.
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5 Router Configuration

The broadband router's NAT (Network Address Translation) firewall filters out unrecognized packets to protect
your intranet. All hosts behind this firewall are invisible externally. Enabling the Virtual Server Mapping will make
some of the host's ports accessible.

A virtual server is defined as a Service Port. All requests to this port will be redirected to the PC that is specified by
the Server IP.

Port forwarding sets up public services on your network. When Internet users make requests on your network, the
broadband router will forward those requests to the appropriate computer. The broadband router's DHCP function
must be disabled to use port forwarding. Port forwarding is generally used to set up a web server, ftp server, or e-
mail server on your network.

To add a server using Forwarding, perform the following steps:
1. Enter the port number and the IP Address of the server that you want to allow Internet users to access.
2. Configure as many entries as desired until all the entries are filled in.

3. Click Apply in order to save the settings.

Suppose that this is your configuration:

- HTTP server LAN network address: 192.168.1.10
- HTTP server LAN TCP port: 81

- HTTP server WAN TCP port: 81

- Fast CGI port: 9000

To configure your router to allow Winlog Pro Web Server to be reachable, you need to specify the following virtual
server mapping table:

[ Virtual Server]

Virual Servers currently created;

External Packet Internal Host
PVC Name | Protocol Port P Address | Port | Modify | Delete
prp-0 TCP 9000 (Ulser Define) | 192.165.1.10 | 9000 | Modify | Delete
pep-0 TCP &1 (User Define) 192.168.1.10 | &t Modifv | Delete

[ 'l'_"re.'lle A NEwW Server ]

Router configuration
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Smart app requires always a user name and password at startup.
The users allowed to use the Smart app are the same as those defined in the server application.

User can be defined in Runtime on the server application by selecting “User access->Define->User” menu item.

_File Edit Recipes Supenvision Reports Macro Useraccess Window Help

FH A EVLA 600K FIOE 4

[ [ (no user logged in) [ 3007209173912

Server application — User definition

Push “Add” button

Users definition

d

Edit

Femove

il

\_,;

Server application — User definition

and define at least one user

Create new user

Ci i Groups
7 Al
¥ Group 1 I~ Group 2
[~ Group?2 [~ Group 10
I~ Group 3 I~ Group 11
I~ Group4 I~ Group 12
I~ Groups I~ Group 13
I~ Group6 I~ Group 14
I~ Group 7 I~ Group 15
I G!oupﬂ

=

Server application — User definition
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7 Client Connection

To run Winlog Smart app go to "http://www.my-domain.com" using your internet browser ("http:/www.my-

domain.com" is your HTTP server WAN network address) .

c @ Sp— - no fe =
B Taduttore B Edor ES Acquisii 5 Meteo I News EDAuto B Mote ESBici B Search B Winkog B Casa »

3.02

Accen airappicazions SCADA 02 PC (Java Web Client) e 0a smartphone e tabiet (Smart app)

Garieiia pubbica

Start page (Web Page)

Insert username and password.

File Modifica Visualizza Cronologia Segnalibri Strumenti Aiuto

> c e ® localhost:81/smartclient/#/login CR m o He
By Traduttore ESEdox F5 Acquisti B Meteo ESNews B Auto B Moto ESBici B Seach ESWinlog S5 Casa

Test

edox

»

Smart app login
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File Modifica Visualiza Cronologia Segnalibri Strumenti Aiuto

“ o e @ localhosts 1 /smartclent/#/many . @ m o He
By Traduttore ESEdox F5 Acquisi B Meteo ESNews B Auto B Moto ESBici B Seach ESWinlog 5 Casa »

Test

PLANT STATUS

Temperature 1

Set Point 87
Present value 88
QOuiput £
Alarm

Temperature 2

Set Point 80

Present value 89
Output 7y,
Alarm

Smart app application
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